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SPECIFIC CONDITIONS FOR THE SSL CERTIFICATE SERVICE

Version: 13 July 2026

What’s new?
This updated version aims to:

- clarify and simplify the terms and improve the readability of the document. We have removed
redundant paragraphs in relation to the General Terms of Services, and have clarified and simplified
the wording;

- Remove the ‘ORGANISATION VALIDATED CERTIFICATES (OV) which are no longer marketed by
OVHcloud.

History:
To view the previous version of this document, please click here.
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1. WHATIS THIS ABOUT?
These Specific Conditions of Service and their Annexes set out the technical and financial terms under which
OVHcloud provides the Client with an Electronic Certificate associated with the Domain Name of their choice (the

“SSL Certificate Service”).

They supplement the current General Terms of Services, which also apply to SSL Certificate Services.

2. DEFINITIONS

Terms beginning with a capital letter in these Specific Conditions of Service are defined below and in the other
contractual documents forming part of the Contract entered into between the Client and OVHcloud.

Certification Authority: provider of the SSL Certificate.
SSL Certificate (also known as a “Certificate” or “Digital Certificate”): SSL is an acronym for “Secure Socket Layer”.

It is a standard security protocol for transmitting data over the Internet. An SSL Certificate is a Digital Certificate
containing a suite of data that cryptographically links a holder, identified by their Private Key, to a Public Key. An



https://storage.gra.cloud.ovh.net/v1/AUTH_325716a587c64897acbef9a4a4726e38/contracts/cb10757-Special_terms_certificat_SSL-IN-1.0.pdf
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SSL Certificate can be assigned to an individual, a private or governmental organisation, an educational institution,
or a computer network component, such as the firewall, router, or any other security hardware.

Private key: A Private Key is an encrypted and confidential electronic data file designed to be linked to a Public
Key using the same encryption algorithm. It can be used to create digital signatures, or decrypt files and messages
that have been encrypted using a Public Key.

Public Key: A Public Key is an encrypted and freely available electronic data file designed to be linked to a Private
Key using the same encryption algorithm. It can be used to verify Digital Signatures and encrypt files or messages.

Domain Name: A string of characters (e.g. ovh) linked to an extension (.com, .uk, etc.), creating a name associated
with an IP address.

Server: The Server is the Client Server operating with the IP address identifiable to OVHcloud by the Client’s
Domain Name. It is linked to the Public Key presented in the SSL Certificate in an encrypted format.

3. ACCESS TO AND CONDITIONS FOR THE PROVISION OF SERVICES

OVHcloud offers the SSL Certificate Service where the following conditions are met:
- The Client has a Domain Name; and

- The Client subscribes to a web hosting service from OVHcloud that is compatible with the SSL Certificate
Service as specified on the website.

The Client acknowledges that the SSL Certificate is bound to the Domain Name that they have chosen. As such, it
cannot be transferred from one Domain Name to another, whether subscribed with OVHcloud or with a third
party, either during the term of the Contract or when the Contract ends.

4. CLIENT OBLIGATIONS AND LIABILITY

The Client appoints OVHcloud to act as their intermediary with the Certification Authority, including in order to
accept on their behalf the subscription agreements with the Certification Authority and to confirm on their behalf
their order with the Certification Authority. The Client expressly authorises OVHcloud to transmit to the
Certification Authority any information that may be requested in the execution of the SSL Certificate Service.

The Certification Authority shall complete the validation process of the SSL Certificate requested by the Client.
The Client will be directly contacted by the Certification Authority.

The Client must, in the provision of the SSL Certificate service, provide OVHcloud with their precise contact details
and keep them regularly updated. The Client acknowledges that the Digital Certificate may be cancelled by
OVHcloud or by the Certification Authority if the contact details or information provided by the Client are
incorrect.

The Client is solely responsible for the website hosting space on which the Digital Certificate is installed and for
providing access for its management.

5. OVHCLOUD OBLIGATIONS AND LIABILITY
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OVHcloud's obligations under these Specific Conditions are limited to acting as an intermediary between the
Client and the Certification Authority. OVHcloud cannot be held responsible in the event of refusal by the
Certification Authority to issue the Electronic Certificate. In the event of non-issuance of the Certificate, OVHcloud
will refund the Client only if it has the ability to cancel the Order with the Certification Authority and obtain a
refund.

In the event that the Certification Authority ceases operations or no longer has the right to issue SSL Certificates,
OVHcloud reserves the right to modify or terminate the SSL Certificate service with thirty (30) days' notice, unless
in cases of duly justified emergency.

6. PAYMENT TERMS

When ordering and renewing the SSL Certificate Service, an invoice is issued and paid automatically via the
payment method registered by the Client.

7. DURATION, RENEWAL AND EXPIRY OF THE SERVICE

The SSL Certificate Service is subscribed to by the Client for the duration indicated at the time of the Order. The
Client may renew the SSL Certificate Service for a duration of one (1) year. To renew their SSL Certificate, the Client
must create a new order, which will undergo the same validation process as the initial order.

OVHcloud will notify the Client of the expiry date of their SSL Certificate several times before the end date of the
SSL Certificate Service. A revoked SSL Certificate cannot be renewed. OVHcloud shall not be held responsible if
the Client does not renew their SSL Certificate before the expiry date.

Only the holder of the SSL Certificate is authorised to request this termination at any time, including before its
expiry. In such a case, the Client must immediately discontinue the use of their SSL Certificate. OVHcloud will not
make any refunds for the unused period. OVHcloud shall not be held responsible for any losses and damages
caused in the event of revocation of the SSL Certificate.
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ANNEX 1 — SSL CERTIFICATE VALIDATION PROCEDURE

1.DOMAIN VALIDATED (DV) CERTIFICATES

The Domain Name associated with the SSL Certificate must be verified using one of the three following
procedures:

- Verification via email
- Verification via http

- Verification via Domain Name

Further information can be found at the following website:
https://support.sectigo.com/Com_KnowledgeDetailPageFaq?ld=kA01NO00000brbt

2.EXTENDED VALIDATION (EV) CERTIFICATES

Step 1: The Certification Authority must ensure that the organisation is active. This procedure varies depending
on the country in which the company was established. The list can be found at the following address:
https://sectigo.com/

Step 2: The Client must fill out and sign the two following documents:

EV SSL Certificate Request Form - Simplified
https://support.sectigo.com/Com_KnowledgeDetailPage?ld=kA01N0O00000zFOe

EV SSL Certificate Subscriber Agreement
https://www.sectigo.com/knowledge-base/detail/EV-SSL-Subscriber-Agreement/kA01N000000zFOeSAM

Step 3: Verifying the physical existence of the Client. The Client must appear on one of the following websites:
http://www.dnb.com/ http://www.hoovers.com/
UK - https://www.gov.uk/government/organisations/companies-house

If the Client does not appear on one of the above web pages, their physical existence can be verified with a letter
signed by an accountant or lawyer. One of the following letters must be used:

Sample Legal Opinion Letter for EV
https://support.sectigo.com/Com_KnowledgeDetailPage?ld=kA01NO00000zFM8

Sample Accountant Letter for EV
https://support.sectigo.com/Com_KnowledgeDetailPage?ld=kA01N0O00000X50i

Step 4: This step only concerns organisations that were established less than three years ago. The organisation’s
operational existence must be verified, i.e. it must be verified that the organisation is genuinely conducting an
activity. The Client must appear on one of the following websites: http://www.dnb.com/
http://www.hoovers.com/

If the Client does not appear on one of the above websites, their operational existence can be verified with a
letter signed by an accountant or lawyer. One of the following letters must be used:
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Sample Legal Opinion Letter for EV
https://support.sectigo.com/Com_KnowledgeDetailPage?ld=kA01N0O00000zFMS8

Sample Accountant Letter for EV
https://support.sectigo.com/Com_KnowledgeDetailPage?ld=kA01NO00000X50i

Step 5: Whois verification.

Step 6: Verifying the existence of the phone number. The Client must appear on one of the following websites:
http://www.scoot.co.uk/ http://www.192.com/ https://www.yell.com/
http://www.thephonebook.bt.com/publisha.content/en/search/business_by name/search.

publisha http://www.118118.com/ http://www.dnb.com/

http://www.hoovers.com/

Local online directories may also be used.

If the Client does not appear on one of the above websites, their phone number can be verified with a letter
signed by an accountant or lawyer. One of the following letters must be used:

Sample Legal Opinion Letter for EV
https://support.sectigo.com/Com_KnowledgeDetailPage?ld=kA01NOO0000zFM8

Sample Accountant Letter for EV
https://support.sectigo.com/Com_KnowledgeDetailPage?ld=kA01N0O00000X50i

Step 7: Telephone verification. The following people will be contacted by phone:
- Therequester of the SSL Certificate
- The signatory of the SSL Certificate
- The validator of the SSL Certificate

- The signatory of the Subscriber Agreement
If these people cannot be contacted, the human resources department will then be contacted.

Once all of the calls have been made, the EV validation team will proceed with the second stage of approval,
where each document will be verified to ensure that it complies with EV guidelines.
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