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Terms beginning with a capital letter, not defined herein, have the meaning defined in the General Terms
and Conditions of Service.
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1. PURPOSE

1.1. The purpose of these specific conditions (hereinafter referred to as the “Specific Conditions”), which
supplement OVHcloud’s General Terms and Conditions of Service, is to define the technical and
financial conditions relating to the email service developed by OVHcloud from an email solution
owned by a third-party licensor, if applicable (hereinafter referred to as the “Service”).
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1.2. If there is a contradiction between these two documents, these Specific Conditions prevail over the
General Terms and Conditions of Service.

2. DESCRIPTION OF THE SERVICE
2.1. The Service provides e-mail functionalities for sending and receiving e-mail.

2.2. Depending on the options chosen by the Client on the OVHcloud Website, the Service allows the
opening of one or more Account(s) as defined below.

2.3. An Account is defined as an email space created by the Client, dedicated exclusively to an end user
of the Service. Unless otherwise agreed by the Parties, each Account shall have its own storage
space of up to 5 GB, with a maximum size of 20 MB for outgoing emails (the sending limit being 200
emails per hour per Account or 300 emails per hour per IP address).

2.4. This Service is subject to Support at the standard level, whose applicable conditions are set out in
the General Terms and Conditions of Service. If the Client wishes to supplement the Service with
support services for the use and configuration of OVHcloud solutions, they must subscribe to the
appropriate OVHcloud support level under the conditions set out on the OVHcloud Website.

2.5. Technical backups. OVHcloud performs technical backups to ensure that the Service works
correctly. These technical backups are not part of the Service and cannot be assimilated to any
obligation on OVHcloud to back up and/or return Data. As such, the Client must take all necessary
measures to back up their Datain order to be able to restore it in the event of its loss or deterioration
for any reason.

3. TERMS OF SUBSCRIPTION AND SERVICE ACTIVATION

3.1. In order to subscribe to the Service, the Client must have a Domain Name as well as the ability to
modify the configuration of the Domain Name and the associated DNS Servers.

3.2. OVHcloud does not guarantee that the Service is compatible with all available domain name
extensions. For example, at the time of writing this document, the .TEL extension is one of the
extensions sold by OVHcloud that is not compatible with the Service. OVHcloud recommends that
the Client checks their Domain Name on the OVHcloud website for compatibility with the Service.

3.3.Itisimperative that the Client has the capacity of Domain Name Administrator before they subscribe

to the Service. Indeed, setting up the Service may require operations on the configuration of the
Domain Name so that the Service is installed correctly.
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3.4. It is the Client’s responsibility to ensure that they comply with the provisions of this article before
subscribing to the Service.

3.5. If the Client is not the end user of the Service, they agree to forward and have these conditions
accepted by end users before any use of the Service. OVHcloud cannot be held responsible for the
failure to fulfil this communication obligation, particularly in the event of deactivation, in
accordance with Article 6: “Account Inactivity and Security” below.

3.6. The Service activates once the Client’s Order has been accepted, and is characterised by the Service
being set up and OVHcloud sending the access codes for administration.

4. CONDITIONS OF USE OF THE SERVICE

4.1. After OVHcloud has validated the Client’s Order, OVHcloud shall proceed to install the Client’s
Service. It is then the Client’s responsibility to log into their Management Interface to start the
Service configuration.

4.2. In particular, the Client must specify the Domain Name on which they wish to install the Service and
the technical configuration of their Domain Name. The chosen Domain Name must be managed by
OVHcloud for the duration of the Service.

4.3. The Client shall create the Accounts on the Domain Names solely and directly from their
Management Interface.

4.4. In accordance with the terms of the General Terms and Conditions of Service, OVHcloud reserves
the right to change the licensor of the email software, or modify or upgrade the existing features of
the Accounts subscribed to by the Client.

5. DURATION

5.1. Subject to the application of articles 5.2 and 5.3 below, the Service has an indefinite duration and
shall remain in effect as long as the Client uses the Service, without prejudice to the possibility for
the Parties to terminate these in accordance with the provisions of the General Terms and
Conditions of Service.
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5.2. The Service will terminate automatically in the event of the non-renewal of the domain name
associated with the Service or of its transfer to a third-party registrar. The Client’s data will be
deleted under the conditions set out in the applicable Special Terms and Conditions for registering,
renewing and transferring domain names.

5.3. When the Service is subscribed to as part of a web hosting service, the Service will terminate and the
Client’s data will be deleted when the web hosting service ends for whatever reason, in accordance
with the provisions of the Specific Conditions “Web Hosting”.

6. INACTIVITY AND ACCOUNT SECURITY

6.1. The Client agrees to keep their account active for the duration of the Service. As such, the Client
agrees to log in to the Account and keep track of the emails at least once every six consecutive
months.

6.2. If the Account is not active for a period of six (6) consecutive months, OVHcloud reserves the right to
render the Account inactive. If the Account remains inactive, the password will be reset for security
reasons. The emails received through this Account will not be affected. The Client will be able to
reactivate their Account at any time, including by changing the password for their Account via their
Management Interface. OVHcloud reserves the right to suspend the Service in the event of
prolonged Account inactivity, in accordance with the provisions of Article 10.4 below.

7. MECHANISMS FOR COMBATTING FRAUDULENT, UNSOLICITIED OR MALICIOUS EMAILS

In order to combat malicious programmes and fraudulent or unsolicited emails (spam), OVHcloud has
set up a mechanism that automatically analyses emails sent from and to the Service used by the Client.

This feature, implemented by OVHcloud, is based in part on third-party solutions and services, provided
in particular by the company(ies) listed in Article 10 “Data Processing” acting as a sub-processor
providing part of the solution for detecting fraudulent or unsolicited email or emails containing
malware. The operating conditions for the processor(s) are described in the context of this article and
Article 10 “Data Processing”.

7.1 Malware

Within the framework of the mechanism described above, incoming and outgoing e-mails detected as
containing malware are not delivered to the recipient(s). Incoming emails detected as containing
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malware are automatically deleted. Outgoing emails detected as containing malware are kept for a
period of one (1) year.

7.2 Fraudulent or unsolicited emails (SPAM)
7.2.1Incoming emails

Emails sent to the Client that are detected as fraudulent or unsolicited shall be identified as such. For
example, in the case of Microsoft Exchange solutions that may be offered, they are placed by default in
afolder called “junk email” and the Client can also choose to delete them automatically, keep them, or
send them to another specific folder.

The Client can report fraudulent or unsolicited emails that have not been detected by the device to
OVHcloud, as well as emails wrongly detected by the device as being fraudulent or unsolicited (false
positive). This alert can be made by using the Client’s email function (e.g. ‘mark as spam’) provided for
this purpose, or by moving or removing the email from the ‘junk email’ folder, or failing that, by opening
a ticket with OVHcloud Support.

These reported messages (and in particular their content, the Metadata defined below under the article
“Data Processing”), may be analysed by OVHcloud and communicated to the partner(s) involved in
providing the mechanism to combat fraudulent or spam emails or malware programs, for analysis and
improvement of the implemented detection device.

7.2.2 Outgoing emails

Emails sent by the Client that are found to be fraudulent or unsolicited shall not be delivered to their
recipient(s). They shall be retained for twelve (12) months from their send date.

7.3 Analysis and statistics

In order to improve the rules and settings of the detection mechanism, OVHcloud may analyse the
Metadata of emails sent by the Client or sent to them, as well as the URLs present in these emails. Some
Metadata and URLs may also be shared with the partner(s) involved in providing the anti-fraud, spam or
anti-malware mechanism in anonymised form for analysis and consideration in updating the
mechanism.

OVHcloud may create and store statistics based on these analyses and detection operations.
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7.4. Non-guaranteed mechanism

OVHcloud does not give any guarantee that the mechanism will function correctly. It may make errors,
particularly if it mistakenly blocks certain correspondence sent by or to the Client, or may not detect
certain fraudulent, spam or malicious emails. The Client acknowledges and accepts this, and as such
waives all claims against OVHcloud.

7.5 Service Interruption and account suspension

When emails sent by the Client are detected as fraudulent, unsolicited, or malicious, OVHcloud may in
certain circumstances (depending on the type or number of messages and/or in the event of risks to the
integrity and/or security of the OVHcloud network) proceed to block the corresponding email Service.
In this case, it shall no longer be possible to send emails from this Service, and the Client can no longer
access them. The Client is informed of the blocking via email to the contact address detailed in their
Client Account.

The Client may unblock their Service by changing their password or by submitting an unblock request
to the OVHcloud support team via their Management Interface.

Any new emails identified as fraudulent, unsolicited, or malicious will result in the account being
blocked again for a longer period. If it is blocked for a third time, OVHcloud reserves the right to deny
any new unblock requests.

Furthermore, OVHcloud reserves the right to suspend the Client’s messaging services without notice if
a complaint is received from anyone (Client or non-client) that relates to an email:

- sent from OVHcloud installations, or
- containing URLs of websites hosted by OVHcloud.

In the event of non-compliance with this commitment, the Client acknowledges that OVHcloud has the
right to limit, restrict, interrupt, or permanently suspend all or part of the service concerned, without
notice, for a minimum duration of five (5) days, or to permanently terminate this contract if the Client
disregards the warnings emailed to them.

8. OBLIGATIONS AND LIABILITY OF OVHcloud

8.1. OVHcloud agrees to exercise the required care and diligence to provide a quality service in
accordance with good industry practice and the current state of technology. OVHcloud commits
under a “best endeavours” obligation to:
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8.2.

8.3.

8.4.

8.5.

8.6.

8.7.

8.8.

8.9.

- Maintain its technical equipment on which the Client’s Service is installed in working
order, except in emergencies and/or exceptional circumstances;

- Wherever possible and with reasonable notice, OVHcloud shall inform the Client of any
potential Service disruption, either via email or via the dedicated websites
(http://status.ovh.net and/or http://travaux.ovh.net/), so that the Client can make
arrangements; and

- Ensure access to the Management Interface and the Service, except in the case of
corrective or upgrade maintenance. OVHcloud reserves the right to interrupt the Service
in order to perform technical work to improve its operation.

OVHcloud reserves theright to interrupt the Client’s Service if it constitutes a danger to maintaining
the security of the OVHcloud hosting platform, whether as a result of an abnormal, malicious or
fraudulent use of the Service. In this case, OVHcloud will endeavour to inform the Client in advance,
wherever possible.

OVHcloud cannot be held responsible for the content of information, sound, text, images, shape
elements, or data of any kind that is accessible on the Client’s Service, or that is transmitted or put
online by the Client or by the users of the Service in any capacity whatsoever.

OVHcloud cannot be held responsible for the complete or partial non-fulfilment of an obligation
and/or failure of an operator’s transmission links to the Internet, particularly by the Client’s
internet provider(s).

As regards emails, OVHcloud cannot guarantee the successful delivery of emails sent from the
Service by the Client or by one of the users of the Service when the message size is larger than the
standard size used by Email service providers. For informational purposes only, this is around 10
megabytes (MB).

To ensure the security or proper functioning of the Service, OVHcloud reserves the right to limit the
technical characteristics of access to the Service, including file transfer rates or the access methods
to the platform, or to block any access from networks or IP addresses deemed by OVHcloud to be
malicious or not secure.

OVHcloud accepts no responsibility for any Service malfunctions caused by the Client’s
configuration.

The liability provisions and limitations of liability as provided for in the General Terms and
Conditions shall remain in force.

OVHcloud reserves the right to suspend the Service in the event of use that does not comply with
these Specific Conditions, or with OVHcloud’s General Terms and Conditions of Service, applicable
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laws and regulations in force, or if such use is in violation with third-party rights, or if a request is
made to OVHcloud by a competent authority. OVHcloud may also be required to access the Client’s
data at the request of these same authorities, under the conditions set out in the “Data Processing
Agreement”.

9. OBLIGATIONS AND LIABILITY OF THE CLIENT

9.1. The Client acts as an independent entity and therefore assumes sole responsibility for the risks and
perils of their activity. The Clientis solely responsible for the content and the backup of the services,
applications, and software stored on its Service, the content of any information transmitted,
distributed or collected, its operation and update, as well as any files, including address files. The
Client agrees to respect third-party rights, particularly personality rights and third-party
intellectual property rights, such as copyrights, patents and trademark rights. As a result, OVHcloud
cannot be held responsible for the content, usage, or updating of any information and of any files,
including address files, transmitted, distributed, collected or lost, whatsoever.

9.2. OVHcloud warns the Client about the legal consequences that could arise from conducting illegal
activities on the Service and is relieved of any joint and several liability for the use of data made
available to users by the Client.

9.3. The same applies if the Client proves to be using the spamming technique (including sending
unsolicited emails, fraudulent emails, etc.) on the internet, the behaviour of which shall result in
the interruption of their service and termination of this contract without notice. In such cases, the
Client cannot claim a reimbursement from OVHcloud for payments already made or any
compensation by OVHcloud.

9.4. The Client shall solely bear the consequences of a Service malfunction following any use, either by
its staff members, users of its Service, or by any person to whom the Client has provided a password
or passwords enabling them to connect to all or part of the Service. Likewise, the Client and/or the
users of the Service shall solely bear the consequences of losing the password(s).

9.5. The Client is solely responsible for creating, managing, administering, and deleting the Accounts
that they create as part of the Service. As such, it is their responsibility to ensure that users’ access
to the Accounts and any data stored on the collaborative workspace is managed correctly. As such,
the Client agrees to generate passwords for each of the Accounts that they create as part of the
Service, and to use a two-factor authentication system.

9.6. As such, OVHcloud accepts no responsibility in the event of an intrusion into the Management
Interface or the Accounts that is directly attributable to poor access management by the Client.
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9.7. It is the Client’s responsibility to ensure that they have a backup of their data before deleting an
Account. In this case, all of the data corresponding to this Account will be deleted by OVHcloud.

9.8. The Client agrees to comply with the provisions relating to the secrecy of correspondence pursuant
to applicable law.

9.9. The Client agrees to secure their Service, implement security tools (firewalls, etc.), regularly update
their system, regularly back up their data, and ensure the security of their IT programs as well as
secure access to each Account.

9.10. The Client guarantees to be the Domain Name Administrator for the entire duration of the Service.

9.11. The Client agrees to not infringe the trademarks of OVHcloud or any third-party licensors. In the
event of any third-party demands, claims and/or actions, the Client agrees to compensate
OVHcloud for any resulting damages (including convictions, reasonable defence costs, etc.) in
accordance with the General Terms and Conditions of Service.

10. DATA PROCESSING

This article supplements the Annex “Data Processing Agreement” which remains fully applicable to the
Service.

10.1. Data processed
As part of the Service, OVHcloud processes the following data on behalf of the Client:

* Emails sent by and to the Client
* Metadata (Metadata refers to analysis data and traffic data) of said emails
* Logs.

Some data (particularly service usage histories, logs and technical information) may also be processed
by OVHcloud and its partners (such as electronic communication operators involved in email routing)
as a data controller, particularly in Order to perform services and comply with their legal obligations.
The conditions for this processing are set out in Part 2 of the Annex “Data Processing Agreement” and in
OVHcloud’s personal data usage policy.

10.2. Processing activities

Emails sent and received by the Client as part of their use of the Service are retained for the entire
duration of their use of the Service, subject to deletions made by the Client.
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The retention terms (i.e. location of storage, number of copies, etc.) are specified on the OVHcloud
website, and vary depending on the Email Service concerned and the OVHcloud business entity to which
the Client has subscribed.

Logs and Metadata are stored for twelve (12) months, and are available on request from the support
service.

The processing is only carried out in the context of the use of the service and its security; no processing
is carried out for the purposes of commercial prospecting.

10.3. Sub-processors

10.3.1 VADESECURE
VADESECURE, which supplies part of the mechanism for detecting the fraudulent, spam or unsolicited
emails described in Article 7 above, may be required in this context to process personal data as a sub-
processor, in particular for emails identified as fraudulent and/or spam or containing malicious
programmes, as well as false positives (e-mails wrongly detected as fraudulent, spam or containing
malware).
These emails can be sent to VADESECURE for analysis and for enhancing and updating the
aforementioned detection mechanism.
These emails are stored and processed by Vadesecure within the European Union or in countries
considered by the European Commission to have an adequate level of protection in accordance with
Article 45 of the GDPR, for only the time needed to update the anti-spam device (maximum thirty (30)
days). In order to improve the detection mechanism, OVHcloud also sends VADESECURE the
anonymised Metadata of emails received and sent by the Client, including:
+ From email (sent in the form of an anonymised hash)

* Domain name

*  Order of email headers (HDR format)

* [P ofthe email server (platform that sent the email)

* URLs of websites (contained in the email) suspected of hosting phishing, spam or other malicious
programmes (emails and identification tokens are anonymised before sending).

10.3.2 Software developers

Some of the Email Services offered by OVHcloud are based on third-party software (including Microsoft's
Exchange solution). This software is implemented and managed exclusively by OVHcloud on its own
infrastructures. Licensors provide the software (including upgrades and new versions) without
intervening in its implementation and management on OVHcloud infrastructures. These licensors are
not involved in the processing of emails and other Client data.
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However, as part of its audit procedures, OVHcloud may be required to communicate or provide access
to certain information, such as the identity of a Client and the number of Email Services used. Audit
procedures are regulated, and access is limited to the information required by the licensor to verify
compliance with the terms and conditions of use of the software (including the number of licences
used).

10.4. Suspension of the Service in the event of Account inactivity.

In the event of an inactive account (within the meaning of Article 6.2 of this document) for a period of
more than 12 consecutive months, OVHcloud reserves the right to suspend the Client’s Service. Where
applicable, the Client is informed in advance via email from OVHcloud and is invited to log back into
their Account within thirty (30) days of the notification sent by OVHcloud.

10.5. End of Service. Data recovery and deletion.

The Client is solely responsible for retrieving all of the data (including emails, logs, contacts, webmail
configuration, service configuration) hosted as part of the Service before it ends. Information on the
technical details for retrieving this data is available on the OVHcloud website. It is also possible to
migrate an email account using the free OVH Mail Migrator tool (https://omm.ovh.net/).

Regardless of the cause (termination, non-renewal, etc.), the data is automatically deleted by OVHcloud
within three (3) months after the Service expiry date.

11. PRICES, PAYMENT AND BILLING

11.1 General information

The applicable prices are available on the OVHcloud website and/or the via Control Panel. The price of
the Service billed to the Client is the price that is in effect at the time of the Order. The amount is payable
once the domain name is attached to the Account. The Client acknowledges and accepts that the link
between the Account and the associated domain name is permanent. Any new domain names must be
added through a new subscription to the offer.

The duration of certain options or functions that may be associated with the Service, along with their
renewal and termination conditions, may differ to those applicable to the Service. It is the Client’s
responsibility to be aware of these.

At the time of Order, a bill is issued and paid for using the payment method registered by the Client. The
Client agrees to register a valid payment method on their OVHcloud Client Account from the methods

available.

11.2 Service included in a Web Hosting/Domain Name offer
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The Service may be included in the features of a Web Hosting plan and/or a Domain Name solution.

If applicable, the Service is automatically linked up with the billing cycle of the Web Hosting (or Domain
Name) plan to which it is assigned. The financial conditions of the Web Hosting and/or Domain Name
solutions apply to the Service.

11.3. Additional service to the one included in the Domain Name solution

If the Client has already subscribed to a Domain Name solution, they may wish to open additional
Accounts. To this end, the Client shall sign up to this additional Service via their Management Interface.
The Service will be subject to these financial conditions.

The price shall vary depending on the Service range selected by the Client at the time of the Order. Only
the price indicated on the purchase Order issued by OVHcloud reflects the total amount to be paid by
the Client.

12, WITHDRAWAL (CONDITIONS SPECIFIC TO CONSUMERS)

12.1. In accordance with the provisions of the General Terms and Conditions of Service, the Client (for
whom the status of consumer is reserved within the meaning of the applicable law) expressly
accepts the immediate fulfilment of the service from the validation of their Order and expressly
waives their right of withdrawal.

12.2. Once the payment has been validated, the Client will have access to their Management Interface,
the Services and the ability to order their chosen Accounts. Once validated, the Client will not have
the power to exercise their right of withdrawal for any Order or renewal of the Service, pursuant to
applicable law.

13. DEFINITIONS

Administrator: The contact designated by the domain name holder when they register as an

administrative contact. Notably, the Administrator is the person who receives expiry notices and

domain name renewal propositions from the registrar.

Domain name: A string of characters (e.g. ovh) linked to an extension (.com, .uk, etc.), creating a name
associated with an IP address.

DNS server(s): Protocol that allows a domain name to be linked to an IP address.
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